FIG.1 



a 

m 
m 
id 

u 

m 

=== 

C3 

a 




@ (o) © 
/RAS ADD. DATA 
/CAS 

/CS 
/WE 



F/G.2 



A SFFFFFh 



8MByte 
=64Mbit 



1Fh 



Oh 



DRAM 
SPACE 



LOGIC CONTROL 
REGION 



256X2Byte 
=512Byte 



^ 2Byte 
=16bit 



FIG. 3 



/RAS 
/CAS 

♦ 

/cs 

/WE 



(9)4- 



ADD. (o> 



BUFFER 



DECODE 



REGISTER 



^ TO LOGIC 8 



DATA(oH- 



FIG. 5 




o) iQ) {o) 
/RAS ADD. DATA 
/CAS 



FIG. 6 



/cs 



8MByte 
=64Mbit 



SFFFFFh 



2Fh 



1Fh 



Oh 



DRAM 
SPACE 



LOGIC CONTROL 
REGION 



LOGIC CONTROL 
REGION 



2Byte=16bit 



o 

CO 



^ CO 
CO ^ 

CO 



o ^ 
OO 
QQ 
Q 



a 



in 



CO 



—A- -I 



00 



^L,--, 



UJ 

o 
>- 

LUcn 



LU 

Q 

OuJ 



UJ 

ULOC 

<Q 
IXliu 



UJ 

CO: 



DC 



o 

CD 



-CD 



001 



DC 




LiJ 




X 




UJ 




—1 




CL 








-_i 






DC 


2 





0|- 
OO 



I 



CM 



o 

OCO^O 



i\ l\ A 



6 O O O O 
COCOCOUJ^ 

0<<5o 



o 



00 



OCQ 



6 O 
OO 



CO 



DC 

o 
h- 

O 
UJ 

—I 
m 

CO 



OO 



o 



CO 



co 

CO en 

QU_ 
<CQ 



66 
<< 



00 



OOZi 



CM 



CO 
CD 



DC. 

HOI 

OOCt 

UJO! 

CCQlI 





CM 1 1 


oc! { 


DCl 1 




UJ[ 1 






COi 1 


col I 






LU' ! 


LU' ' 


DCl 1 


DCl 1 


<\ 1 


<l 1 


<! ! 


<! 1 




o 



. i 



6 

E 
< 



Q 

< 



oi 

Olu 
ODC 



LL 
U_ 

II 
>- 

LL 
LU 
LL 
CO 

U 

X 



LU 
> 

LU 
CO 
LU 

DC 



< 

o 

i 

sz 
1^ 
o 
II 

>; 
SZ 
UL 
LL 
Ll_ 
CO 



CM 

DC 
LU 

co 
O 

LU 

DC 

< 
Q 



CD 
O 

x: 

CO 

o 

H 
>- 



LU 
U- 
CO 

w 

X 



DC 
UJ 
I- 

co 
O 

LU 

DC 

< 

< 
Q 



CM 
O 
II 

SZ 
LL 



CO 
il 

X 



CO 

o 

LU 

DC 

CO 
Z) 

< 
co 



o 

li 
> 
SZ 

u_ 

UL 
LL 
CO 
tl 
X 



DC 
LU 
h- 

co 
o 

LU 
DC 
LU 
Q 
O 



SZ 

o 
o 

n 

>- 



LL 
LI. 

CO 

[[ 

X 



JDC 
OLU 

DC ^ 
Ouj 

ODC 



O 
O 



< 

DC 
Q 



-J 




o 


-z. 


DC 


O 


h- 


O 


IC CO 
ION 


AM RE 




DC 




Q 


_jDC 





CL 
< 

>- 
DC 
O 

LU 



LU 

co 

CO 





SYSTEM 
RESERVE 


EXTERNAL 
RAM REGION 




ROM/Flash 
REGION 






-=r— • ^ 



FIG. 9 



PUBLIC KEY 
CRYPTOSYSTEM 


SECRET KEY CRYPTOSYSTEM 


RSA 


DES 

Triple DES 


BLOCK ENCRYPTION MODE 


ECBiElectric Code Book 
CBC:Cipher Block Chaining 
OFB:Output Feed Back 
CFB:Cipher Feed Back 



SUPPORTED CRYPTOSYSTEMS 



FIG. 10 



• BOTH FOR PUBLIC KEY AND SECRET KEY METHODS 
D15 D8D7 DO 

y=o I I I I I I I I M I I I I m 

DO =1 : CIPHER FUNCTrON RESET 

D1 =1 : FLAG INDICATING CIPHER PROCESS 
(ACCESS AFTER 0 IS VERIFIED) 



FIG. 1 1 

• CONTROL IN SECRET KEY METHOD 

D15 D8D7 DO 

y=i I I I M I I I I I I I I j-n-i 

01,0=01/10/00: DES/Trlple DES/HOLD 

(SELECT ENCRYPTION METHOD, 
INHIBIT OTHER COMBINATIONS) 

D5-2=000i/001 0/01 00/1 000/0000: ECB/CBC/OFB/CFB64/HOLD 

(SELECT BLOCK ENCRYPTION MODE, 
INHIBIT OTHER COMBINATIONS) 

D8-6=001/01 0/1 00/000: Normal/BIock/Buffer/HOLD 

(DATA PROCESSING MODE, 
INHIBIT OTHER COMBINATIONS) 



FIG. 12 

D15 D8D7 DO 

y=2 I I I I I I I I I II II II II 

D1 ,0=01/1 0/00: ENCRYPTION/DECRYPTION/HOLD 
(11 REPRESENTS INHIBIT) 

D5,4=01/10/00: START/STOP/HOLD OF INPUT OF PLAIN TEXT 
OR CRYPTOGRAM 
(11 REPRESENTS INHIBIT) 

D9-6=1000-0001/0000: TEXT LENGTH (BYTE UNm/HOLD IN ONE BLOCK 

OF OFB, CFB 

(INHIBIT OTHER COMBINATIONS) 



FIG. 13 



y=6 
y=5 
y=4 
y=3 



D15 



D8D7 



DO 



KEY 1 (MAXIMUM LENGTH OF 64 BITS): KEY OF DES, 
KEY WITH RESPECT TO E OF EDE OF TRIPLE DES 



FIG. 14 



y=A 
y=9 
y=8 
y=7 



D15 



D8D7 



DO 



KEY 2 (MAXIMUM LENGTH OF 64 BITS): 

KEY WITH RESPECT TO D OF EDE OF TRIPLE DES 



FIG. 15 



y=E 
y=D 
y=C 
y=B 



D15 



D8D7 



DO 



IV: INITIAL VECTOR 



FIG. 16 

D15 D8D7 DO 

I I I I I I I I M I I I II II 

BLOCK LENGTH: SET BY BYTE UNIT 
Max=2kByte(D=#FF) Min=1 Byte(D=#0) 



FIG. 17 

D15 08 D7 DO 

y=io i I I I I I I I I I I II II n 

BUFFER NUMBER: VALID IN BUFFER MODE 
Max=64k(D=#FFFF) Mln=1(D=#0) 



FIG. 18 

015 08 07 DO 



y=-»i I I 1 I I I I I I I I I I I T-n 

BUFFER ID: 



FIG. 19 



u 

%J 

CO 

ry 
w 

□ 

q 

E 
I J 
C3 



102- 



CPU CORE 



-94 



7T 



< > 



CACHE 
MEMORY 



— > 



MEMORY 
CONTROLLER 



EXTERNAL BUS l/F 



/RAS 
/CAS 

/CS 



1 i 



ADD. 



■96 



-98 



100 



DATA 



DRAM WITH LOGIC 



FIG.20 

( START ) 



DESIGNATE LOGIC 
CONTROL REGION 
AS RESERVED REGION 



•S1 



DESIGNATE LOGIC 
CONTROL REGION 
AS CACHE INHIBIT REGION 



-S2 



INPUT COMMAND, DATA 

TO LOGIC BY NORMAL WRITE 



CHECK PROCESS STATE 
OF LOGIC AND READ 
PROCESS RESULT 
BY NORMAL READ 



•S4 




FIG. 21 



7FFFFFh 



8MByte 
=64Mbit 
(GHOST SPACE) 

X14="1" 

X0~X13 
Y0~Y7 



8MByte 
=64Mbit 

X14="0" 

"X0~X13 
Y0~Y7 



40001 Fh 



SFFFFFh 



IFh 



Oh 



LOGIC CONTROL 
REGION 



DRAM 
SPACE 



2Byte 
=16bit 



FIG.22 




(2) (o) 
WE_L ADD_L 



(2) 
ADD. 
DQ 
CLK 



/RAS 
/CAS 

« 

/cs 

/WE 



FIG.23 



803FFFh 



SOOOOOh 



3FFFFFh 



LOGIC CONTROL 
REGION 



8MByte 
=64Mbit 



Oh 



DRAM 
SPACE 



2Byte 
=16bit 



C3 
10 

ru 
w 

m 

□ 
1:3 




o 



Q 
Q 
< 



Q 
Q 
< 



O 
Q 



F/G.25 



CPU CORE 



138 




-134 



136 



MEMORY 
CONTROLLER 



-140 



142 



EXTERNAL BUS l/F 



1 d 



WE L 



■132 



ADD_L 
(A23) 



A14~A20 

A0~A13 

DO 



/RAS 
/CAS 

: 121 
/CS,/WE / 




K 
CD 




ion 






Regi 












Memol 






i CD 1 
\ CO 1 

CM 1 


ion 




on 


CD 

OC 




Regi 


F 

Memory 




Register 



A 
CO 
DC 



CD 



A 
CO 

nc 



DC 
Z) 
Q 



CL 
< 

>- 
CC 

o 

LL 
O 




FIG.29 

CLK 
/CS 
/RAS 
/CAS 
/WE 
BA0,BA1,A0-A11 



FIG. 30 



BAO 


BA1 


A11 A10 A9 A8 A7 A6 A5 A4 A.^ AP A1 An 








0 


0 


J 1 1 1 1 L 



FIG.31 



Bits 


1 Name 


Description 


A2..0 


Burst Length 


000 
001 
ni n 

011 

100 
101 
110 
111 


1 

2 
4 

8 

R 
R 
R 

Full Page 


A3 


Burst Type 


0 

1 


Sequential 
Interleaved 


A6..4 


CAS Latency 


000 
001 
010 

oil 

1XX 


R 
R 
2 
3 
R 


A9 


Write Mode 


0 

1 


Burst 
Single Bit 


A10 


Control Reg. Access 


0 

1 


Disable 
Enable 


A11 


Control Reg. Address 


0 

1 


X=3FFF 
X=0 


BA1 


Low Power Mode 


0 

1 


Disable 
Enable 


BAO 


Low Clock Frequency 


0 

1 


Disable 
Enable 



FIG. 32 



POWER 
TURNED ON 








CRYP=0 




MRS 




MRS 




A10=0 




A10=1 


342 









CRYP=1 




CRYP=0 
JINTHECASE0FCRYP=1) 



MRS A1 0=0 
jlNTHECASEOFCRYP=0. MRS A10=1) 



C0-_ 



CM — 



S3 

CO 

CD 




u 
o 

CO 

ru 

hi 

%i 
m 

q 

a 
w 

13 



CO 
CO 

o 
o 
o 



o 

CO 

Q 



o o 



o 



o 

-Q 
03 
CO 

Q 

03 
C 
LU 

O 



o 

X3 
CO 
CO 

Q 

-Q 
CO 

c 
lU 

c: 



CD 

E 
CO 



CD 
CO 
CD 

GCl 

CD 
. 

CO 
CO 



c 
o 



0) 



CD 



CO 



■o 

"D 
CO 

CD 

a> 
c 



CO 
O 



"O 
CO 

CD 
D) 
C 
CO 

O 



o 

-o 
c: 
UJ 

O 

LU 



CO CO 

cn CD 



Q 

-Q 
CO 
CO 

Q 

CO 

LU 
CM 

Jit: 
e 

CO 

CD 



CO 
CO 

Q 

CO 
c 
LU 

CO 

e 

03 
QQ 



o 

-Q 
CO 
CO 



0) 

CO 
CO 

Q 



-Q 
CO 

UJlLU 



CO 
C 



O O 



CO 
CD 

53 

tr 
CO 



CD 



o 

I c: 

CD 

cr 

CD 



O 

_o 
O 



CO 

s 



o 
Q 



CM 

Q 



CO 

Q 



CM 
Q 



CO 

Q 



in 
Q 



CD 
Q 



CO 

CD 



■o 



o 
O 



o 
o 



Access 1 






5 




5 












5 










Description 


Hold 


DES-56 


.Triple DES-112 


Triple DES-168 


Hold 


ECB 


CBC 


OFB 


CFB-64 


All Bank Disable 


BankO Enable/Disable 


Banki Enable/Disable 


Bank2 Enable/Disable 


Bank3 Enable/Disable 


Enable/Disable 


o 
o 


O 


o 


1 — 


0000 


0001 


0010 


0100 


1000 


0000 


o 


o 


o 

— 


o 


o 


Name 


Secret Cryp. Mode 


Block Cryp. Mode 


Enabled bank set in 


Reg-DRAM transfer 
mode 


Simulatenous transfer 


in 


D1..0 


D5..2 


D9..6 


D6 


D7 


CO 
Q 


D9 


D10 


Col. Add. 


CVJ 

o 



CO 
CO 



CO 

o 



Access 








escription 

Key1 Input 


Key2 Input 


Key3 Input 


iV Input 


D 

LSB:h10[DO] 
USB:h13[D15] 


LSB:h14[D0] 
USB:h17[D15l 


LSB:h18[D0] 
USB: h17B[D15l 


LSB:h1C[D0] 
USB: h1F[D15l 


Name 

Key1 for DES, Triple DES 


Keys for Triple DES 


Keys for Triple DES-1 68 


Initial Vector (IV) 
Reserved 


Bits 
D15..0 


3 ( 

O I 
5 £ 


3 ( 

6 I 

5 I 


D15..0 


Col. Add. 
h13-h10 


* c 

1 

c 

T 


o c 

? ^ 

Q L 

= J 


J> o 

- CM 

= sz 
L iL 

Li. 



FIG. 38 





ADD, 
CMD, DQ 


ScRAM 


MCU 




1 I/O port 




CRYP 





CONTROL CRYP TERMINAL BY I/O PORT 

FIG. 39 





ADD, 
CMD, DQ 


ScRAM 


MCU 








CRYP 



FIX CRYP TERMINAL AT L 

FIG. 40 





ADD, 






CMD, DQ 


ScRAM 




MCU 








CRYP 



FIX CRYP TERMINAL AT H 



FIG.42 

(BASIC UNIT FOR ENCRYPTION PROCESS) 
KEY: 56bit 



PLAIN TEXT 
: 64bit 



DES 
(ENCRYPTION) 



CRYPTOGRAM 

: 64bit 
— 



DES-56 



FIG A3 



KEY 1 : 56bit 



PLAIN TEXT 
: 64bit 



DES 
(ENCRYPTION) 



KEY 2: 56bit 

\l 



KEY 1 : 56bit 



DES 
(DECRYPTION) 



i 



DES 
(ENCRYPTION) 



CRYPTOGRAM 

: 64bit 
— s»- 



Triple DES-112 



FIG.44 



KEY1:56bit 



KEY 2: 56bit 



KEY 3: 56bit 



PLAIN TEXT 
: 64bit 



DES 
(ENCRYPTION) 



DES 
(DECRYPTION) 



i 



DES 
(ENCRYPTION) 



CRYPTOGRAM 

: 64bit 
— >■ 



Triple DES-1 68 



FIG.45 

(BASIC UNIT FOR DECRYPTION PROCESS) 
KEY: 56bit 

_i_ 



CRYPTOGRAM 
: 64bit 



DES 
(ENCRYPTION) 



PLAIN TEXT 

: 64bit 
— ^ 



DES-56 



FIGA6 



KEY1:56blt 



KEY2:56bit KEY1:56blt 



CRYPTOGRAM 
: 64bit 



DES 
(ENCRYPTION) 



DES 
(DECRYPTION) 



DES 
(ENCRYPTION) 



PLAIN TEXT 

: 64bit 
— ^ 



Triple DES-112 



FIGA7 



KEY 1 : 56bit KEY 2: 56bit KEY 3: 56bit 



CRYPTOGRAM 
: 64bit 

>| 



i 



DES 
(ENCRYPTION) 



DES 
(DECRYPTION) 



i 



DES 
(ENCRYPTION) 



PLAIN TEXT 
: 64blt 

3»- 



Triple DES-168 



FIG.48 



M=M1 • M2 • M3. 



Mi - 
(64bit) 



K 

i 



ENCRYPTION 
(BASIC UNIT) 



Ci 
(64blt) 



FIG.49 



C=C1 • C2 • C3.. 



CI - 
(64bit) 



K 

i 



DECRYPTION 
(BASIC UNIT) 



Mi 
(64bit) 



FIG.50 

C1=Ek (M1 © IV) 

Ci=Ek (Mi © Ci-1) (i=2,3,.... ) 

M1=Dk(C1) © M1 

Mi=Dk (Ci) © Ci-1 (i=2,3 ) 



FIG.51 

M1 M2 



IV 



JL T 



Ek 



CI 



Ek 



C2 



Mi 



Ek 



Ci 



Mi+1 Mi+2 



Ek 



Ek 



Mj 



Ci+2 



MAKE INITIAL VALUE CORRESPOND 
TO CRYPTOGRAM Ci IMMEDIATELY 
BEFORE IF PLAIN TEXT M IS LONGER 
THAN REGISTER 1 



(SCHEMATIC DIAGRAM OF ENCRYPTION IN CBC MODE) 



Ek 



Cj 



FIG. 52 

CI 

i 

Dk 



IV 



M1 



C2 

V 



Dk 



M2 



CI 
V 



Ci-1 



Dk 




Mi 





Mi+1 Mi+2 



MAKE INITIAL VALUE CORRESPOND 
TO ENCYRPTION TEXT Ci IMMEDIATELY 
BEFORE IF PLAIN TEXT M IS LONGER 
THAN REGISTER 1 



(SCHEMATIC DIAGRAM OF DECRYPTION IN CBC MODE) 



FIG. 53 PRIOR ART 



V UU 


r w 


IMJ Vss 




■ & DQi5 




' M VssQ 




L g DQi4 




M DQi3 




fa VddQ 




H DQi2 


IJU4 L8 


m DQ11 


VDDw j_b^ 


VssQ 


UU5 Qi 


m DQio 


p\/^« ITT 

DQ6 [JL. 


^ DQ9 


VssQ [12 


m VddQ 


r^r^-T mo" 
UU7 [k 


P DQ8 


VDD Q4 


^ Vss 


UUML Qo 


m NC 


/Wb |1d 


p DQMU 


A o FT"? 
/oAb [17 


m CLK 


/D A O fTo 

/r£Ao [18 


P CKE 


/cs m 


P NC 


BAo(Ai3) [20 


P Aii 


BAi(Ai2) Hi 


P A9 


Aio [22 


M As 


Ao 23 


g A7 


Ai 24 


P As 


A2 25 


m As 


A3 26 




M A4 


Vdd 27 




H Vss 



FIG. 54 PRIOR ART 



TERMINAL NAME 


FUNCTION 


CLK 


MASTER CLOCK 


CKE 


CLOCK ENABLE 


/CS 


CHIP SELECT 


/RAS 


ROW ADDRESS STROBE 


/CAS 


COLUMN ADDRESS STROBE 


/WE 


WRITE ENABLE 


DQo~i5 


DATA INPUT/OUTPUT 


DQM(U/L) 


OUTPUT DISABLE/WRITE MASK 


Ao~ii 


ADDRESS INPUT 


BAo,i(Ai2.i3) 


BANK ADDRESS 


Vdd 


POWER SUPPLY POTENTIAL 


VddQ 


POWER SUPPLY POTENTIAL FOR OUTPUT 


Vss 


GROUND 


VssQ 


GROUND FOR OUTPUT 



FIG.55 PRIOR ART 



501 




(2) @ @ © 
CTRO CTR1 REQ STRB 



(2) (o) (§) 
/RAS ADD. DATA 
/CAS 



/CS 



